




https://qz.com/1294902/now-that-gdpr-is-finally-done-startups-are-celebrating-with-cakes/
http://www.datacenterjournal.com/seven-percent-companies-track-gdpr-compliance/
https://www.information-age.com/post-gdpr-data-privacy-requests-123471786/

Whether you’re celebrating, in denial,

or just holding your breath, GDPR is

here to stay. That means organizations
everywhere are rethinking how to manage
business processes. For some, that
means implementing new ways to protect
personal data and manage consent.

Other organizations are working to build
transparency into how they are using

their data, and building processes to help
them respond knowledgeably to consumer
inquiries or report data breaches quickly.

Larger organizations have been examining
their supply chains to ensure that partners
and other stakeholders are complying
with the new regulation.



We can’t predict how well organizations
will meet these new challenges, but we
do know this: understanding how your
data moves across your organization,
who has access to it, and what

controls are being applied to it will be
fundamental to your privacy efforts now
and in the future.

Organizations are discovering that GDPR
is changing how they manage and
process data.

Here are six ways to stay ahead
of the game.



PREPARE TO HANDLE AN INFLUX
OF DATA REQUESTS

GDPR is, first and foremost, a
compliance regulation. While GDPR
tosses around phrases like the
“pseudonymization of data” (we’ll get
to that later), its intent is to assure
that organizations like yours provide
individuals with more control over their
personal data.



That intent is expressed in a

set of complex new rules about
data privacy, including consent,
access, portability, erasure,
notification of breach, and more.
Penalties for non-compliance
can be significant.

Because GDPR redefines the
rights of the data subject,
requests for information is
likely to be on the rise. Some
customers might simply want
to test the waters, others might
legitimately want to curtail their
digital footprint, still others will
file requests as political protest.



According to the IAPP, data portability,
the right to be forgotten, and gathering
consent are among the most difficult
processes for data privacy professionals
to master. GDPR puts all of these
processes front and center.

Indeed, without the proper controls

In place, some organizations will
experience a short-term dip in
productivity as they rush to respond to
requests from data subjects.


https://iapp.org/news/a/top-10-operational-responses-to-the-gdpr-part-7-accommodating-data-subjects-rights/




EXPECT YOUR PRIVACY EFFORTS TO
REACH ACROSS THE ORGANIZATION

Building data privacy and protection into
your business processes touches every
part of your organization. But many
organizations have handed off their
data privacy needs to IT or information
security teams. While both provide
critical support for any data privacy
program you implement, the GDPR isn’t
just about identifying and securing data.
Rather, “privacy by design” requires

the full participation of everyone in your
organization, as well as its partners and
other stakeholders.






BE ABLE TO DEMONSTRATE COMPLIANCE

Accountability is a key provision of GDPR.

Its key indicator? Organizations that are

able to demonstrate compliance. There are
several ways to demonstrate your compliance
with GDPR, such as written policies, impact
assessments, and certification schemes. While
these are important elements, forward-thinking
organizations are taking a ‘data protection by
design and default’ approach and putting data
protection measures in place across their data
processing operations.



Understanding how your data
moves across and beyond
your organization is a critical
component of GDPR, which
will require organizations to
maintain records of processing
activities for any personal data
handled by your organization.
Organizations should
document the kind of data they
collect or process, understand
where that data lives and how
it is used, and identify who is
responsible for that data or
who has access 1o it.








https://community.spiceworks.com/topic/2005297-gdpr-how-to-mitigate-the-risks-of-shadow-it-in-regulated-companies




DON’T RELY ON THE EASY OUT

Have you been seeing a lot of cookie
notifications popping up on the web pages you
visit? We have too. It’s a trend. Because they
don’t want to hold (and be responsible for) data,
some organizations are sending more and more
unencrypted data back to the browser so that
it’s presented in every new session. That allows
them to gather your consent in one simple “hey,
we cookie!” message.

At the other end of the spectrum are organizations
who have embraced encryption wholeheartedly

in order to anonymize the personal data that

they control or process. The rush to encryption

is understandable. One solution to solve complex
data protection needs? Sign us up!



Neither solution will be viable in the long
term. “We use cookies!” will likely not
meet GDPR accountability standards.
And while encryption can be a valuable
tool, it’s not, in and of itself, a complete
solution. Encryption, essentially,
protects your data from those who have
no business touching it.

But data needs to be used to be
valuable. So while both of these
solutions have their attractions, they
are both technical solutions that do
not address the human factor—

how to control access in a way that
protects personal data while providing
legitimate data users with the
information they need to do their jobs.






KEEP YOUR TALENT POOL STRONG

When it comes to hiring data talent, you’ve
likely already encountered some difficulties.
And while GDPR mandates a Data
Protection Officer only for organizations
whose core activities involve processing
personal data, your organization still needs
the right expertise. You should hire policy
experts who can interpret regulations as
they are applied and interpreted. You should
have data privacy champions who can
assess your organizational readiness and
monitor your compliance journey. And you
should have visionaries who can prepare
your organization for new data privacy
standards, protocols, and regulations.






Businesses will have to continue focusing

on vendor and partner networks to ensure
additions fall within a compliance scheme. And
employees, who continue to pose the biggest
cybersecurity risk for companies, will need
special attention and training.

The responsibility for protecting the personal
data of the people you do business with lies with
you. understand data privacy regulations that
will impact your business, now and in the future.
Inventory your business processes, account for
shadow systems, do not rush to encryption,

and train your employees to be partners in your
compliance journey.

Your organization will be stronger. Regulators
will appreciate your attention to transparency.
And your customers, patients, business
partners, and stakeholders will be confident that
their data is safe in your hands.
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