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Collibra Al Governance
for federal agencies

The world was taken by stormin November 2022 when OpenAl ChatGPT wasintroduced.
This topic became top of mind for many because it commoditized within the public domain
atechnology that was previously not readily available. Not surprisingly, this also accelerated
the adoption of Al with Federal Agencies. Federal Agencies working in ahighly complex

Collibra helps Federal
Agencies do more with

regulatory landscape must balance the need toembrace Alin order toimprove citizen trusted data. Our Data
services while mitigating risks including security issues, privacy concerns and bias outputs. Intelligence Platform
Americans demand that the Federal government use Al ethically and have the right to know brings flexible governance,
about security issues, privacy concerns, safety and biased outputs. Expediting this need continuous quality and

) y ’ y . ’ v ) . ] built-in privacy to the world’s
foracompliance frameworkis White House Memorandum M-24-10 publishedin March leading brands. To learn
2024, whichlays out the requirements Federal Agencies must comply within order to more, visit collibra.com and
“advance Al governance and innovation while managing risks from the use of Alin the Federal follow us on Linkedin, X,

Government, particularly those affecting the rights and safety of the public.” YouTube and Instagram.

Toaddress these challenges, Collibra Al Governance offers the Federal Government a
purpose-built solution to catalog, assess and monitor any Al use case forimproved Al
model performance and reduced data risk within either a FedRAMP environment or self-
hosted deployment.

Al governance framework

Much like the data governance work Federal Agencies have
ongoing, particularly since the Evidence Act of 2018, Al
governance requires a strategic framework to help guide Al use

cases through alifecycle, providing multiple checks and balances V\G°"e' "ano@

along the way. Typically, the approval workflow includes Privacy (4] @ (2)

Officers, Ethics Officers, Legal, HR and Operations to name a few. Verifyand Identify and
L . . . . monitor understand

This simple, yet highly effective framework, provides Agencies data

the ability to clearly define Al use cases, track them throughout
their lifecycle, and helps with annual Almodelinventory reporting

to OMB withalevel of rigor that spreadsheets and other manual (3] )
Documen
processes cannot. odelsand

results
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Collibra Al Governance

Industry solution brief

Collibra Al Governance, part of the Collibra Data Intelligence Platform, is a FedRAMP certified and self-hosted solution to catalog,

assess and monitor any Al use case. Collibra Al Governance helps cross functional teams collaborate to ensure compliance with
legal and privacy policies, mitigate datarisk, improve model performance and ROI, as well as accelerate time to production.

With Collibra Al Governance, Federal Agencies can achieve:

Morereliable Al: Catalog Al use cases,
connecting Al use cases to underlying

data, and continuously validating the

reliability of that data

Solution highlights

Catalog and manage Al use cases:
Catalog Al use cases with out-of-the
box model cards, and continuously

validate the reliability of that data

Engage and collaborate across

personas: Customize assessments

and workflows acrossdata, Al,
legal/risk,and business users to
adapt to your organization

More compliant Al: Enforce dataaccess
policies for greater control of dataand
reduced legal and reputationaldamage

Mitigate datarisk: Drive more
responsible Al with fullunderstanding
of dataand model lineage

Increase visibility into data provenance:

Drive more compliant and valuable
Al withvisibility into the origins of the
data that feedsit

A dataintelligence platform powered by active metadata

More traceable Al: Examine and explore
the lineage of all Alinputs and outputs and
build externally referenceable Almodel
cardstoinstill trust

Connect Aluse cases to underlying
model development platforms and
the data that feedsit: Integrate model
metadata from Google Vertex and
Databricks for acomplete picture of
Aluse case and outputs.

With active metadata at its core, Collibra Data Intelligence Platform delivers trusted data for every user, every use case and across
every source. Collibra creates the critical alignment that accelerates smarter decision making. Increase productivity and drive
innovation — while minimizing risk and reducing costs — by using our unified data intelligence platform.

Al Governance

Data Catalog

Data Governance

Data Quality &
Observability

@ > E

OOO

®)

Learn more:

olg

oono
ooo
oo

S# Collibra

DataLineage

Protect

Data Steward Control Centre =

@ Data Privacy
DGO Control Centre =

Platform Admins Control Centre =
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