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Secure and unlock unstructured
content for greater mission success

The challenge: Vast content repositories

Federal agencies possess a staggering amount of file content, also called

unstructured data, whichis estimated to make up 80%-90% of their total data volume.
For datagovernance teams, effectively managing, securing and utilizing these vast data
stores presents a significant challenge, as unstructured datais inherently difficult to
analyze, manage and protect.

The solution: Collibra Public Sector and Ohalo integration

CollibraPublic Sector and Ohalo deliver acomprehensive solution designed
tomanage structured, semi-structured and unstructured data. This partnership
helps federal agencies unlock the power of all of their data to better serve citizen
and warfighter missions.

Ohalo Data X-Ray transforms unstructured datainto structuredinsights and integrates
seamlessly with Collibra, enhancing governance through automated classification,
metadata tagging andrisk assessment. By automating the sensitive data taggingand
labeling of unstructured data, Data X-Ray enriches and expands the view of data within
Collibra. This allows federal agencies to discover, classify and govern their unstructured
dataat scale, enabling more compliant and secure dataand Al applications.

-'-;:'-— Collibra Public Sector © 2025 Collibra. Allrights reserved. | collibra.com

Factsheet


http://collibra.com

Key benefits and capabilities

Automated data discovery, classification and tagging

- Tagsandlabels sensitive and mission-critical dataacross
enterprise storage, providing better visibility and control

« Detectsthe “Alphabet Soup” of regulated data, including CUI
and classified information, sensitive information and financial
data, to ensure compliance and security

« Alignsunstructured data with business glossary terms
for seamless governance

Al and data science enablement

- Curatesfiles to provide context for Al Retrieval-Augmented
Generation (RAG)

« Monitors the quality of unstructured data

- Extractsand makes key content attributes
searchable using Al

» Maintains audit-ready governance records inside Collibra
for all Aland data workflows

Factsheet

Data privacy and records compliance automation

- Keepsanup-to-dateindex of people, organizations
and sensitive entities to support privacy governance

« Automatesresponses for Data Subject Access Requests
(DSAR) and Freedom of Information Act (FOIA) requests with
entity-based search

« Syncs Collibraasset tagging with Data X-Ray to streamline
records and dataretentionuse cases

Deploymentin mission-critical

and air-gapped environments

« Canbedeployedwherever your dataresides
» Ensuresnodataeverleavesyourenvironment

+ Allows non-Alfunctions torunindependently indegraded
environmentsthatlack GPU or AlAPlaccess

Addressing key federal use cases

With the combined power of Collibra Public Sector and Ohalo, federal agencies can address their most pressing use cases.

Objective Capabilities

Govern and enable Al Curate, classify and enrich data for Al; enhance data quality and provide access governance for RAG, Al agents and assistants
Comply with Automatically identify PlI, IP and classified data; search and extract data from unstructured sources to apply

security policies dataretention policies

Find and discover data Locate specificdatafor DSARS, FOIA requests and legal discovery needs

Implement zero trust Discover, label,and tag mission-critical assets and integrate with security and IAM stacks to enable
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Collibrafrees your data fromthe constraints of silos by unifying dataand
Algovernance across every systemand bringing business and technical
usersinto the fold. It gives you a higher degree of compliance paired with

more autonomy, so your users can trust,comply and consume.

an Attribute-Based Access Control (ABAC) framework

Built for multi-cloud and hybrid environments, Data X-Ray integrates
into complex agency infrastructures. Ohalo’s teamhas deep expertise
inhandling governance challenges, ensuring structured control over
complex dataecosystems.
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