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Al governance: An essential
element for successful Al
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Why Al governance is essential

The Al erais here

Today, we're inthe early stages of afundamental economic, social and political transformation
driven by revolutionary technological advancesin artificial intelligence (Al). The launch of
OpenAl's ChatGPT in November 2022 and its explosive growth marked a significant milestone
in mainstream Al adoption. Since that time, the phenomenal success of Al hardware leader
Nvidia, which hasincreased its market capitalization by more than $2T during this period,
represents an additional indication of the reach and influence of the Al revolution. We are

truly entering the Al era— and every forward-looking enterprise in the world is seeking

ways to effectively integrate Al into their business.

64% of businesses expect Al to increase productivity

The Al reality: Tremendous potential, real challenges

While the promise of generative Al gets all the spotlight, the truthis Al also presents significant
challenges — including regulatory, data, organizational and ownership complexities — that
necessitate arobust Al governance solution.

Companies thatimplement successful Alinitiatives understand that areliable Algovernance
framework is essential to:

< Improve compliance

« Reducerisk

..... «  Optimize Aldevelopment

- Ensurethereliable, traceable and compliant use of Al

Al governance, defined

Al governance
is the application +  Eliminatesthe Al “black box,” providing transparency into Almodels and enabling model

cataloging and performance tracking, aiding in efficient management andissue resolution

For data scientists, Algovernance delivers these three key benefits:

of rules, processes,

andresponsibilities «  Providesdataleaders with a solution for ensuring compliance in arapidly evolving

to drive maximum value regulatory environment

from your automated

data products by ensuring « Ensuresdatascientists have access to high-quality, trusted data

applicable, streamlined,

and ethical Al practices Mostimportantly,an Algovernance framework provides areliable, repeatable approach
that mitigate risk, adhere to Alinitiatives.

to legal requirements,

and protect privacy. Al governance: Essential for Al use case development

""" Given the transformative impact and potential of Al, and the evolving regulatory environment,

o Algovernanceis an essential pillar of any Alroadmap. For enterprises pursuing the development

---- of Al, Algovernance has become a de facto standard for maximizing Al use case effectiveness
and minimizing Al datarisk.

1.Source: https://www.forbes.com/advisor/business/software/ai-in-business
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Challenges: Therisks are real

It's clear that Al has the potential to transformindustries, offering unparalleled opportunities
forinnovation and efficiency. However, the journey to realizing these benefits is fraught with
challenges, suchas:

1. Rapidly evolving regulatory environment
2. Poordata
3. Lackoforganizational alignment

4. Challengeschoosingan Alownership model

1. Regulations: The regulatory environment is rapidly evolving

Corporate enterprises that want to use Al in the EU and the US must navigate acomplex
landscape of regulations that govern the ethical, transparent and responsible deployment
of Altechnologies.

Inlate May 2024, the Artificial Intelligence Act was approved by the EU, establishinga common
Alregulatory and legal framework. The Al Act stipulates that enterprises that want to do business
inthe EU must ensure that Al systems, especially generative Al applications, meet the essential
risk mitigation criteria.

Additionally,2018’s General Data Protection Regulation (GDPR) applies to all entities processing
the personal data of EU citizens, and requires that organizations implement data protection
principles. Al systems that process personal data must comply with GDPR, ensuring datais
handled lawfully and ethically.

Inthe US, while the federal government has yet to issue a broad regulatory framework, the
federal Office of Management and Budget (OMB) recently issued M-24-10,amemorandum
that compels federal agencies to swiftly enact anumber of specific Almanagement protocols,
including appointing a Chief Data and Al Officer (CDAIO) and establishing an Al Governance
Board.

AndinMay 2024, Colorado was the first state to enact consumer protection legislation that
adopts arisk-based approach to Al (similar to the EU Al Act), requiring businesses that deploy
“high-risk” Al systems to submitimpact assessments and protective measures to prevent
algorithmic discrimination.
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""" 2. Poor data: Garbage (data) in, garbage (Al) out

..... Intoday’s data-driven world, the daily volume of data that’s generated around the world is
S staggering. By 2025, it's estimated that 463 exabytes of data will be created every day. But
this overwhelming influx of datameans that it is crucial for organizations to develop robust data

Data quality is the management and governance strategies.

primary barrier

to Al adoption. IT leaders—fromthe CDAO to the CTO, CIO, CISO to the CAIO (Chief Al Officer)—understand
""" Alis built ondata. And like any other data-powered product, data hygieneis key to everything.
Indeed, access to Al-ready dataremains one of the most significant hurdles inimplementing

S Al solutions.
S Infact, poor data quality can lead to arange of challenges for Al projects, including:
D - Biaseddecision-making

« Hallucinations
e Inaccurate recommendations
e Securityrisks

For Alinitiatives to succeed, organizations must prioritize improving data quality, ensuring that
dataisreliable, consistent and complete. At Collibra, we understand that datais at the heart
of any data product,and nowhere is this more true than with Almodels.

Ready to get started? Check out our Al Readiness Checklist.

What is a data product?

Adataproductisanasset that leverages data to generate actionable insights, drive decision
making or deliver specific outcomes for users. It involves collecting and integrating data from
various sources, processing and analyzing it to extract meaningful insights, and ensuring
data quality and governance.

1.Source: Forrester, Feb 2024
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""" 3. Organizational alignment: Getting on the same page about Al

_____ Implementing Al use cases within an organization is not merely a technical endeavor —
""" itinvolves significant cultural and procedural changes. The organizational challenge s often

----- the most formidable barrier to Al adoption, asit requires shifting mindsets, updating processes

---- and fostering collaborationacross diverse teams.

----- Changeisinherently difficult, and resistance can come from various levels within an organization.

----- Employees may fear that Al will replace their jobs, or they may be skeptical about the benefits

..... of new technologies. This resistance can manifestin several ways, including

..... *  Reluctance to adopt newtools

..... « Unwillingnessto participate in Al projects

..... « Agenerallack of enthusiasmfor change

----- Effective change management is vital to overcome resistance and foster a culture that embraces

..... Al. Thisinvolves breaking down silos, encouraging cross-functional collaboration and ensuring

..... that all stakeholders understand the value and implications of Al use cases.

Strategies to foster collaboration

» Cross-functional teams: Establish cross-functional teams thatinclude members from
various departments. These teams can work together on Al projects, ensuring that diverse
perspectives are considered and integrated

- Unified data strategy: Develop a unified data strategy that aligns with the organization’s
Algoals. This strategy should facilitate data sharing and integration across departments
while maintaining data governance standards

« Regular communication: Encourage regular communication and collaboration between
teams. This can be achieved through joint workshops, meetings and collaborative platforms
that enable seamless information sharing

5= Collibra ©2024 Collibra. All rights reserved. | collibra.com 6
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4. Al governance ownership: Data-, model- or compliance-centricity?

One of the biggest challenges organizations pursuing Al initiatives face is choosing
and establishing who owns Al governance. Al governance can fall within three types:

»  Data-centric

*  Model-centric

«  Compliance-centric

Data-centricity: Prioritizing quality and accessibility

Adata-centric approach focuses on helping data, Al, security, risk and legal, and business teams
deliver trusted Al by providing easy access to reliable data and implementing appropriate controls
across the Al use-case lifecycle. This model demands close collaboration between teams to
ensure that Aluse cases are safely deployed into production. By working together, these teams
canaddress potential risks, enforce compliance and enhance the overall quality of Al outputs.

The primary goal of this approach emphasizes theimportance of high-quality data and ensuring
effective Aluse-case development and risk mitigation.

Model-centricity: Optimizing Almodels

Amodel-centric approach helps Aland data teamsimplement Al use cases effectively

by preparing, developing, running and monitoring Almodels. This approach focuses onthe
technical aspects of Al, ensuring that models are accurate, reliable and efficient. Inamodel-
centric framework, collaboration primarily occurs between Al and data teams, who work
together to optimize model performance and address any technical challenges that arise
during development and deployment.

The goal of amodel-centric approachis to support the development and running of Almodels.
Compliance-centricity: Ensuring legal and ethical integrity

A compliance-centric approach focuses on helping legal and privacy teams ensure adherence
tolaws and regulations by fully documenting and auditing the use of Al. In this framework, legal
teams take the lead, working closely with Al and data teams to ensure that all Al initiatives comply
withrelevant laws and regulations. This collaboration ensures Al systems are not only effective
but also ethicaland legally sound.

The primary goal of acompliance-centric approach is to achieve compliance and risk
management by thoroughly documenting and attesting to Al use. This involves maintaining
detailed records of data sources, model development processes and decision-making criteria
toensure transparency and accountability.
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Why Al governance is essential

Al presents enormous potential. But its transformative power also comes with significant
responsibility. Harnessing the full potential of Al while safeguarding ethical standards and public
trust,includes afocus onensuring Al systems are:

* Reliable
- Traceable
«  Compliant

At Collibra, we understand the complexities and challenges that come with deploying Al at scale.
That’s why we emphasize the importance of Al governance — acomprehensive approach to
managing the Aluse case lifecycle. By implementing robust governance practices, organizations
can navigate the risks associated with Al, ensure data quality, foster transparency and comply
with evolving regulations.

Reliability: Building trust

Delivering reliable Al that users can trust is essential. By maintaining high standards of data
integrity and model accuracy, your enterprise can build trust in Al systems for bothinternal
and external users. Collibra helps ensure the reliability of Almodels and the data that feeds
robust governance capabilities, enterprise data catalog and continuous data quality checks.

Traceability: Ensuring understanding

Transparencyin Alis key to building trust and understanding. Collibra provides a purpose-built
Algovernance solutionthat connects data, policies and models, enabling users to critically
examine and explore the lineage of all Alinputs and outputs. With Collibra, you can build externally
referenceable Almodel cards, ensuring Al processes are transparent and understandable.

By ensuring transparency through traceability, Collibra helps organizations build Al systems
that are not only reliable but also understandable to all users. This transparency is fundamental
togaining the trust of customers, regulators and other stakeholders, and it is akey component
of responsible Algovernance.
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""" Compliance: Empowering stakeholders

..... Navigating the complex landscape of Aland data regulations requires clear insight and control.

S Collibraempowers Al stakeholders, including Risk and Legal teams, to manage and mitigate

..... risks, protect dataand demonstrate compliance with all relevant laws and regulations. Our

comprehensive view across your entire dataand Al infrastructure simplifies the compliance
process, makingit easier to adhere to both current and emerging standards.

Significantly, Collibra facilitates collaboration across stakeholder teams, including data
scientists, legal counsel and compliance officers. Itis this collaborative approach that ensures

""" all perspectives are considered when developing and implementing Al governance strategies.

----- By fostering open communication and shared responsibilities, we help organizations build a

----- culture of compliance that permeates every level of the organization.

----- Al and ethics: Good for society, good for business

""" As Al continues to transformindustries, the importance of responsible governance cannot

..... be overstated. Aland data have the power to reshape our world, from healthcare to government
""" to social media platforms and much more.

..... However, with this power comes the responsibility to address ethical challenges such as bias,
..... privacy and fairness. At Collibra, we believe that ethical Algovernanceis crucial for ensuring
that Alinnovations benefit society as awhole.

By implementing Al governance, organizations can:

- Mitigate risks: I[dentify and manage potential risks associated with Al, from data privacy
concernstoregulatory compliance issues

« Enhancedata quality: Ensure that the data used for training Al models is of high quality,
reducing the risk of biased or inaccurate outputs

«  Foster collaboration: Promote cross-functional collaboration among data scientists,
legalteams, and business stakeholders to create Al models that are ethical and effective

‘-,::—— Collibra ©2024 Collibra. Allrights reserved. | collibra.com 9
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Define
usecase

(2]

Verify and Identify and
monitor understand
data

Document
models and
results

Our Al governance framework

To navigate the challenges to Al success, Collibra has developed a comprehensive solution
based on the Collibra Al Governance Framework.

The Collibra Al Governance Framework provides a structured approach to managing
Alinitiatives, ensuring that Al is used responsibly, maximizing value while minimizing risks.
The Framework includes the following four steps:

« Definetheusecase

« Identify and understand data

+  Documentmodelsandresults
«  Verifyand monitor

By following these steps, you can harness the full potential of Al, drivinginnovation and
achieving significant competitive advantages.

Step 1: Define the use case
Thefirst stepinyour Aljourney is to clearly define your use case. Knowing the intended purpose

of your Almodel — and where it will be deployed — should always be your first step.

A well-defined use case serves several purposes. It clarifies why the Almodelis necessary,
outlines the specific problems it aims to solve and details the type of datait will utilize.

-‘-;::-— Collibra ©2024 Collibra. Allrights reserved. | collibra.com 10
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Collibra Al Governance:
The solution for every
Aluse case

Collibra Al Governance
offers a holistic end-
to-end view of all your
organization’s Al projects,
and is designed to help
improve organizational
access and adoption of
Al systems. Collibra Al
Governance is essential
to promoting visibility,
productivity, compliance
and accountability for Al
use cases.
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What goesinto definingause case?

- Business context: Develop awell-documented use-case description thatincludes
an analysis of the business value, the business policies the model may impact, and a list
of business owners and their respective responsibilities

« Legal,ethicsand compliance: Assess whether the model willhandle sensitive
or private information,
suchas personalidentifiable information (PIl). Understand and document any specific
regulations that may impact your Almodel, along with risk assessments to ensure
compliance and ethical considerations are addressed

- Datausage: Clearly outline the data required for the model, including what data will
be used asinput, how the model will be trained and the nature of the output data

- Byaddressing these key areas, you'llensure your Alroadmap is groundedina thorough
understanding of the broader context before you invest any resources into building
an Almodel.

Step 2: Identify and understand data

Al starts with trusted data. It's why the old adage — “Garbage in, garbage out” — is especially
true whenitcomes to Al. It explains why once you've defined your Al use cases, you need
totake acloselook at your data.

Buthow? Most enterprises manage legions of databases in acomplex datalandscape. It's why
the cornerstone of any successful Alinitiative is adeep understanding of the data your model will
leverage.Itincludes understanding the nature of your data, as well as ensuring your compliance
with all relevant laws and regulations. Andit’s why delivering trusted data for Almodels starts
withimplementing the right data governance strategy. Rigorous guardrails will ensure you can
operationalize Al workflows and processes to deliver trusted data.

To operationalize successfully,an enterprise data catalogis key. It streamlines discovery and
understanding of dataacross sources. Plus, Collibraincludes a user-friendly data marketplace,
inaddition to adata catalog, that helps data scientists find and access datain a fraction of the
time compared to traditional methods of consulting stakeholders.

Additionally, Collibra provides active data pipeline monitoring using advanced data quality and
observability tools to quickly identify and resolve problems before they reach your Almodels.

'—,:'-— Collibra ©2024 Collibra. Allrights reserved. | collibra.com
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""" Step 3: Document Al models and results

..... With a well-defined use case and high-quality data to feed your model, your focus shifts to

S building the Almodel. It's crucial to document every detail during this process, including model
R outputs and challenges faced.

..... This stepis where data scientists will focus most of their time. They'll document, trace and track

""" the model, associated data products and usage. Comprehensive documentationis vital for model
analysis and reporting. Data lineage is particularly essential in this phase; it ensures that you have

clarity onthe origin of the data, any transformations to it,and how and where outputs are used.

""" Thisis especially usefulinhighly regulated industries, like financial services, where regulators

----- may demand to see how datais being used.

----- In this step, your primary goalis to get initial results. Once you land on amodel that passes

----- scrutiny, you're ready for the hard step of moving into production.

..... Step 4: Verify and monitor

----- It'simportant toremember that Algovernanceis not aone-time effort. Once your modelis ready

----- for production, it’s vital you continually monitor results and revisit the legal and compliance
""" requirements as new Al- and data-specific regulations are always coming into play.

The key aspects of this stepinclude:

- Verifyingmodel performance: Prior to full-scale deployment, it’s critical to verify that the
Almodelacts asintended. Verificationis a quality check, confirming that the model meets
technical and business expectations

e Putting the modelinto production: Moving the Almodel from a controlled testing environment
into productionis abig step. Itinvolves integrating your modelinto your operational
environment where it will start affecting real-world decisions. You'll also trace and document
the flow of data through the Al system to understand how datais transformed and used in
decision-making, whichis crucial for troubleshooting and compliance

«  Ongoing monitoring for data quality and compliance: Monitoring is vital to detectand address
performance issues, data drifts or unexpected behavior. It involves tracking model output
foraccuracy, bias,and adherence to regulatory and ethical standards. You'llalso vigilantly
protect sensitive data, adhering to privacy regulations and ethical standards, especially
as the modelinteracts with new datasets

« Retraining the model as needed: Almodels are not set-and-forget tools. They require
periodic retraining to incorporate new data, new regulations, and new technologies.
Retrainingis crucial to ensuring the model’'s accuracy andrelevance

By following this step with an emphasis on data quality, data lineage and data privacy, you can
ensure your Almodels remainrelevant, robust and compliant, as well as capable of adapting
tonew challenges and ensuring long-term effectiveness.
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Al governance: Critical capabilities checklist

Researching Al governance solutions? A comprehensive Al governance platform that focuses
onensuring trusted datarequires an array of advanced tools. Here are the key capabilities to look
forinan Algovernance solution:

- DataGovernance - Automate data governance workflows to deliver trusted data
to Alteams faster

- DataCatalog - Help Al teams discover and understand data they have for performant Al
- DataQuality & Observability - Ensure high-quality datain every model built
- Datalineage-Mapinput, training and output data for analysis and regulatory reporting

» DataPrivacy - Automate and operationalize privacy and address both global Al
and dataregulations

- DataAccess Governance - Classify and protect data across all data sources

Conclusion

Collibra Al Governance: Your competitive advantage

Today, Algovernanceis notjust acompliance checkbox—it's acompetitive advantage and
astrategicimperative. Collibra Al Governance is the leading governance framework for building
trust, ensuring compliance, maintaining security and guaranteeing reliability for Alinitiatives.

By partnering with Collibra, your organization can confidently navigate the complexities

of successfully deploying your Al projects while mitigating risks, building stakeholder trust

and unlocking the full value of Al

Take a tour of Collibra Al Governance
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