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The problem with
Al and fragmented
governance

I—————— Thehypeisreal. And smart,ambitious financial services organizations are beaming with visions
The latest IDC of the productivity and profits they’llachieve with Al. The market forecasts are bullish. The latest

. IDC report estimates Al willadd ~$20T to the global economy by 2030
report estimates Al P g yby

will add "'$20T to Butthere's acritical reality emerging—a widening gap between what banks, wealth management,
the global economy investment and other financial services organizations want to do with dataand Aland what they
by 2030" cando.Afundamental challenge persists: fragmented governance. Inmost organizations,
dataexistsinisolated pockets, creating blind spotsin visibility, context and access control.
Fragmentationisn't simply atechnical obstacle. It stifles the capacity to scale dataand Al
initiatives. It can strangle your business.

The problems with fragmented governance:
- Inability toleverage data across silos

« Inconsistent policy enforcement

¢ Reducedtrustindataquality

- Limitedvisibility into data lineage

« Barrierstoscalable Aladoption

'Source: ‘IDC: Artificial Intelligence Will Contribute $19.9 Trillion to the Global Economy
through 2030 and Drive 3.5% of Global GDPin 2030.' September 17 2024.
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The new Al reality:
Unified governance is
your strategic accelerator

The stakes couldn’t be higher. Financial organizations

are rushing to adopt Al without solving their governance
gaps, causing them to build their futures on fractured
foundations. The organizations that will thrive in this new
eraare those that recognize a fundamental truth: unified
governanceisn'tjust about control—it's about acceleration.
By implementing unified governance for dataand Al across
every system, source and user, you can create a foundation
for rapid innovation while ensuring compliance and trust.

This shift requires anew paradigm: Data Confidence.
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Data Confidence™ | Explained

Accelerating all your data and Al use cases,
safely and with well-understood data

Data Confidence is the way you and your colleagues feel when
your organization can accelerate every dataand Aluse case —
without compromising on safety or quality.

It happens when governance becomes anenabler rather than
abottleneck. Your people can find, understand and use trusted
dataacross every system. Business context flows alongside
technical metadata. And policies apply consistently
everywhere datalives.

Bottom line: When your people can trust, comply and consume
data confidently,innovation accelerates. That's Data
Confidence.
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How this ebook can
help you and your
organization

Despite traditional attitudes about governance,

Algovernanceisn’ttechnological redtape.

Inreality, Algovernanceis anaccelerator that
canspeed up allyour dataand Aluse casesand

create positive outcomes for both customers
and employees whendoneright.

Taking aninitial measured approach to Aland

implementing proper Algovernance delivers
two clear benefits:

«  Allowsyoutodeploy ethical Althat’sin

compliance with regulatory requirements

Helps stimulate your Al program for faster
use case creation,increased ROl,and a
better understanding of where to invest

Implementing Al governance may sound
challenging. However, it doesn’t have to be.
Thisebookis designedto:

Introduce and guide you through an
easy-to-implement Algovernance
framework

Help you make an effective, successful
Algovernance program areality
at your organization
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All together now: Why
collaboration is key

Don'tdoitalone. Before you get started, gathering the right

set of stakeholders to forman “Al roundtable”is critical to your
success. Because of the inherent opportunities andrisks
involved with Al,it'simportant to have awide range of
viewpoints to help make well-rounded decisions. While every
organization will be different and the make-up of your Al
roundtable willbe unique, there are a few critical organizational
members you need to ensure have aseat at the table.
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e Legal, Compliance,and Privacy teamsto help assesslegal
risks and understand Al and data regulations and usage

«  Chief Data Officer / Data Office participation to help with all
data-related matters, including accessibility of trusted data

« BusinessUnitleaders who may have aninterestin Alusage
that couldimpact their teams

Some organizations may even have an Ethics Chief (an
increasingly important position) and even members of HR
toassessimpacts to employees. Regardless of your
organizational structure, it's essential to ensure that you
collaborate on Alinitiatives from the start.
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e Identify and

Verify and understand
monitor data

Document
models and
results

Our Al governance framework

Integrating Alinto your roadmap requires a strategic approach. To navigate effectively, there are four essential steps your

organization must take. These steps form the framework of a systematic, repeatable approach to Al.

@) Definethe use case @ Identify and understand data
Examples include credit score Willyou use customer data that
calculations or customer risk profiling includes PII?

B Document models and results 0 Verify and monitor
What do outputs look like? Continuously check results to watch

for drift or other irregularities

By following these steps, you can harness the full potential of Al, driving innovation and achieving significant
competitive advantages.
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Before you start anything, you need to know what you're doing.
Thefirst stepinyour Aljourney is to clearly define your use
case. Knowing theintended purpose of your Almodel —and
where it will be deployed — should always be your first step.

Awell-defined use case serves several purposes. It clarifies
why the Almodelis necessary, outlines the specific problems
it aims to solve, and details the type of data it will utilize.
Additionally, it provides a clear vision for the desired outcomes
and the business value. More importantly, it helps your
stakeholders and reviewers make informed decisions about
how to move forward.

What goes into defining a use case?

Business context: Develop a well-documented use-case
description thatincludes an analysis of the business value, the
business policies the model may impact, and alist of business
owners and their respective responsibilities.
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Legal, ethics,and compliance: Assess whether the model
willhandle sensitive or private information, such as personal
identifiable information (PIl). Understand and document any
specific regulations like the EU Al Act, GDPR, CCPA or other
US state dataand Al laws that may impact your Almodel, along
withrisk assessments to ensure compliance and ethical
considerations are addressed.

Data usage: Clearly outline the data required for the model,
including what data will be used as input, how the model will be
trained, and the nature of the output data.

By addressing these key areas, you'llensure your Alroadmapis
grounded inathorough understanding of the broader context
before youinvest any resources into buildingan Almodel.

Why Collibra Al Governance:

An Al governance solution that provides asingle location to
document Aluse cases and collaborate with a wide range of
stakeholders will help you keep track of Aluse cases across
the project lifecycle.
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Trustiseverythingindataand Al. It's why the old adage
—“Garbagein,garbage out” — stillholds true in our Al
era. [t explains why once you've defined your Al use
cases, you need to take a close look at your data.

Buthow? Most financialinstitutions face anintractable
challenge. Fragmented governance tethers controland
visibility to specific data systems, sources or compute
platforms and prevents companies from scaling their data
and Al use cases safely. Data existsin pockets

across apps, multiple public and private clouds, and
on-prem, creating blind spots for what data exists,
context for whatit means and who has access.

The news doesn’t get better the longer you wait. Asdata
estates become more complex and LOBs spin up more use
cases, this problem will only grow more complicated, while
Almultiplies therisk of unreliable and noncompliant use. The
disconnect extends to people as most systems offer no way
tobring business users to access dataand give it meaning.

It's why the cornerstone of any successful Alinitiative isa
deep understanding of the data your model will leverage.
Itincludes understanding the nature of your data, as well
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as ensuring your compliance with all relevant laws and
regulations. Andit’s why delivering trusted data for Almodels
starts withimplementing the right data governance strategy.
Rigorous guardrails willensure you can operationalize
Alworkflows and processes to deliver trusted data.

To operationalize successfully,an enterprise data catalog
is key. A game-changer for data scientists, adata catalog
streamlines discovery and understanding of dataacross
sources. Theinclusion of a user-friendly data marketplace,
in addition to a data catalog, helps data scientists find
andaccess datainafraction of the time compared to
traditional methods of consulting stakeholders.

Data quality is another pivotal factor in the success of your
Alinitiatives. The active monitoring of data pipelines using
advanced data quality and observability tools is crucial.
These tools help quickly identify and resolve problems
before they reach downstream outputs, such as your Al
models. Finally,implementing clear data privacy policies
ensures only authorized users can access specific
datasets, reducing therisk of inappropriate data usage
and reinforcing the integrity of your Al program.

1"
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Document

Al models
and results
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It'stime tobuild. Withawell-defined use case
and high-quality data to feed your model, your
focus shifts to building the AlImodel. It's crucial
todocument every detail during this process,
including model outputs and challenges faced.

This stepis where data scientists will focus

most of their time. They'lldocument, trace and
track the model, associated data products and
usage. Comprehensive documentationis vital
formodelanalysis and reporting. Datalineage

is particularly essentialin this phase;itensures
that you have clarity on the origin of the data, any
transformations to it,and how and where outputs
are used. Thisis especially useful for financial
servicesinstitutions, which as you know, are
highly regulated with reporting and compliance
requirements on the minds of many stakeholders
(you're probably thinking about it right now).

Inthis step, your primary goalis to getinitial results.

Onceyouland onamodel that passes
scrutiny, you're ready for the hard
step of movinginto production.
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Thefinal stepisn’treally afinal step. It'simportant toremember
that Algovernance is not a one-time effort. Once your model
is ready for production, it’s vital you continually monitor results

andreyvisit the legal and compliance requirements as new
Al- and data-specific regulations are always coming into play.

The key aspects of this stepinclude:

«  Verifyingmodel performance: Prior to full-scale
deployment,it’s critical to verify that the Almodel acts as
intended. Verification is a quality check, confirming that
the model meets technical and business expectations

«  Puttingthe modelinto production: Moving the Almodel
fromacontrolled testing environment into productionis a
big step. Itinvolvesintegrating your modelinto your
operational environment where it will start affecting
real-world decisions. You'llalso trace and document the
flow of data through the Al system to understand how data
is transformed and used indecision-making, whichis
crucial for troubleshootingand compliance
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Ongoing monitoring for data quality and compliance:
Monitoringis vital to detect and address performance
issues, data drifts or unexpected behavior. Itinvolves
tracking model output for accuracy, bias,and adherence
toregulatory and ethical standards. You'llalso vigilantly
protect sensitive data, adhering to privacy regulations and
ethical standards, especially as the model interacts with
new datasets

Retraining the model as needed: Almodels are not
set-and-forget tools. They require periodic retraining
toincorporate new data, new regulations,and new
technologies. Retrainingis crucial to ensuring the
model’'saccuracy andrelevance

By following this step withan emphasis on data quality, data
lineage, and data privacy, you can ensure your Almodels remain
relevant, robust,and compliant, as well as capable of adapting
tonew challenges and ensuring long-term effectiveness.

15



The work to prepare for Al starts now: Accelerate all your data and Al use cases with Al governance

Al governance: Critical capabilities checklist
for financial institutions

Researching Al governance solutions? A comprehensive Al governance platform that focuses on ensuring trusted data
requires an array of advanced tools. Here are the key capabilities to look for:

[0 Data Governance
Automate data governance workflows to deliver trusted data to Al teams faster

[0 DataCatalog
Help Alteams discover and understand data they have for performant Al

[1 DataQuality & Observability

Ensure high-quality data in every model built

[0 DatalLineage
Map input, training and output data for analysis and regulatory reporting

1 DataPrivacy
Automate and operationalize privacy and address both global Al and data regulations

[1 Data Access Governance
Classify and protect data across all data sources
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From ambition to acceleration: Your four-step journey to Al governance

Aliswidening agap betweenwhat financialinstitutions want to do with Aland what they can do.

Thedifference? Governance. Organizations stifled by fragmented governance will watch their
Alinitiatives stalland competitors leave them behind.

But there’s a better way. When you unify governance across your entire dataecosystem —
breaking downssilos, connecting teams and creating a single source of truth—you unlock Data
Confidence. You're confident that all your dataand Alinitiatives are fueled by trusted, high-
quality data. Andyou're accelerating every use case.

Confidenceinyour data will help lead to positive Al outcomes. But building ascalable
andtrusted Al programisn’taone time event —it'saliving entity within your organization.
These four steps form your roadmap:

Step 1: Definetheuse case

Step 2:Identify and understand data
Step 3: Document modelsandresults
Step 4: Verify and monitor

Unified governance and the benefits of Data Confidence are your goals.

Ready for Al governance?
Learn more about Collibra Al Governance

Collibra Al Governance allows you to define, measure and monitor Al models across your

enterprise to maximize results while minimizing risks. Built with the tested platform of Collibra

Data Governance, Collibra Al Governance serves as the backbone for your Al strategy.
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